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 Introduction. The increasing crisis phenomena affecting
modern business structures and risks for the economic security of
logistics organisations determine the relevance of their research.
It is crucial to determine changes in the conceptual and
categorical structure of enterprises’ economic security and
threats to the economic security of logistics entities in an
unstable financial situation. Activity-on-node (AoN) modelling 
was used as an analytical tool for developing project measures,
allowing for effective planning of implementing activities to
improve logistics organisations’ economic security.  

Aim and tasks. This study aims to extend the presentation
of the methodology related to the triple model of logistics actors
(purpose-resources-time), which includes five stages of threat 
indicators in the context of ranking.  

Results. Key factors influencing the economic security of
a logistics entity have been identified, enabling the accumulation
of resources in critical operational areas. This is achieved by
prioritising economic security measures based on a quantitative
(scoring) assessment of threat levels and the probability of their
occurrence. According to experts, potential threats to the
economic security of the Fozzy Group LLC (Ukraine) were
identified to predict the corresponding threats based on their
possible characteristics. The implemented measures to prevent
potential threats to logistics activities showed an increase in the
average comparable indicators by 21% (2022). The following 
trends in the probability of threat occurrence to the economic
security of a logistics entity are identified: an increase in the
percentage values of the indicators, specifically “very high”
(6.0%), “high” (2.7%), “medium” (3.0%), “low” (2.0%), and 
“very low” (1.0%). The fingdings indicate the effectiveness of
implementing measures to improve security, particularly
regarding economic effects. The proposed approach for assessing 
threats to economic security in logistics activities prioritises and
implements the most significant measures to strengthen security 
through a quantitative (scoring) assessment and using a network
model (AoN) with plane representation.  

Conclusions. It is emphasised that the main aspects of this
article will allow domestic business structures to apply this
network modelling approach, predict threats to economic
security, and develop practical strategies for strengthening the
security component in the context of modern challenges. These
findings provide a promising fundamental basis for enhancing
the economic security of logistics entities in the context of
network modelling. 

Keywords: logistics, threats, economic security, network 
modelling, AoN-type model. 
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1. Introduction.  

In the rapidly evolving environment, a 
thorough analysis of threats’ impact on logistics 
entities’ economic security is becoming 
increasingly crucial and relevant. This analysis 
ensures the financial stability of participants in 
logistics processes, which is crucial for their 
operation in a dynamic setting. It is important to 
emphasise that the primary goal of these areas is 
to safeguard logistics entities’ security. This is 
achieved through the implementation of 
preventive measures to mitigate existing threats 
as well as by identifying and avoiding potential 
risks. 

It has been shown that the management 
system for ensuring the security of logistics 
entities is based on monitoring and analysing 
information about the company’s internal 
environment and the impact of external factors 
(Vivchar, 2016). Logistics organisations are an 
important element in the development of 
business structures that face many problems in 
the practical implementation and security of 
business structures. The impact of tecnologies 
on logistics activities can be assessed using 
clear benchmarks that indicate opportunities and 
threats (Sun et al, 2024). 

Over time, the theory and practice of 
logistics security have introduced numerous 
methods and tools to enhance the performance 
of these entities (Kolodiazhna & Bukrina, 
2019). Logistics chains and the integrative role 
of logistics have recently become important in 
mitigating threats to logistics entities. Logistics 
firms face threats to the environment, incurring 
losses due to costs. This reduces firm 
competitiveness and leads to a drop in product 
quality. Additionally, it can deal with a drop in 
profitability and revenue. This leads to a 
reduction in market share.  

This study provides the impact of threats 
on the economic security of logistics entities by 
systematically substantiating the application of 
network modelling in the current situation and 
threats. 

2. Literature review. 

Various researches have been devoted to 
assessing the impact of threats to the economic 
security of logistics entities (Cempírek et al., 
2016; Bielecki, 2023). 

Teremetskiy et al. (2024) substantiated 
the theoretical and methodological basis of 
economic security of logistics entities in the 
context of a comprehensive assessment. In turn, 
Dlukhopolskiy et al. (2023) revealed that the 
development of network modelling of economic 
security of logistics entities is closely related to 
regional development. 

Zadorozhny et al. (2022) developed a 
model within the framework of inter-firm 
relations logistics processes to determine the 
security level within a cluster distribution.  

Wołowiec and Gliszczyński (2022) 
studied necessary security issues and design 
solutions for the sustainable development of 
complex business structures. These issues are 
considered to be the components of the logistics 
systems. Vale et al. (2024) studied how 
companies use logistics systems. This concerns 
analytical networks and technological networks 
of business structures.  

Segui et al. (2024) studied different 
aspects of technological logistics decision-
making through analytical models of business 
structure implementation. The effectiveness of 
using a systems approach for the security of 
logistics facilities has been discussed by 
various scholars, as noted in the research of 
Skowron et al. (2022). A noteworthy case is 
the use of encrypted computers and 
information system support, emphasised by 
modelling logistics facilities' security. Vale and 
Barbosa (2024) substantiated the dependence 
of the business aspect of the security of a 
logistics organisation on the effective 
management of information flows. 

Creating a system that allows the logistics 
strategy to ensure security by production and 
economic activities is necessary. It has been 
shown that more attention needs to be given to 
assessing threats to the economic security of 
logistics entities within the framework of 
network modularisation through matrix 
modularisation (Nazarova et al., 2022). 

3. Methodology. 

The study is structured using the 
deductive method. This approach, it describes 
the general context of threats to the economic 
security of logistics entities and presents the 
stages along with the corresponding threat 
indicators in the ranking framework. 
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The method of abstract logical 
generalisation is also used to distinguish 
between the concepts of “economic security of 
enterprises” and “threats to the economic 
security of logistics entities”. In addition, the 
methodology of the level distribution of the 
network model used to systematise 
information on losses, time, and probability is 
presented.  

To highlight the relevance of the article, 
the comparison method has been implemented 
to assess the level distribution of threats to the 
economic security of a logistics entity. 
Specifically, a theoretical and practical 
framework for comprehensive research is 
applied using the example of the logistics 
company Fozzy Group LLC.  

The study utilises scientific abstraction 
and economic-mathematical modelling within 
the context of the PRT-matrix (purpose-
resources-time) to rank threats based on their 
main characteristics, and types, and to identify 
key design decisions.  

It also involves creating a matrix of 
threats to identify the most significant threats to 
the economic security of logistics entities. It is 
demonstrated that ensuring the effectiveness of 
economic security for logistics entities should 
follow the subsequent dependence (Vale & 
Barbosa, 2024): 

 

           CuCоCeC

PPp
Е




 Pr1
           (1)

 

 

E  the economic efficiency of the 
economic entity’s logistics activities; 

Pr  the profitability ratio of the logistics 
entity; 

P  part of the total result from the project 
implementation of the logistics entity’s effective 
activity; 

Pp  part of the total project result of the 
logistics entity; 

C  costs of inefficient operation of the 
logistics entity; 

Ce  costs of eliminating the effect of 
inefficient operation of the logistics entity; 

Cо  сosts of organising the efficient 
operation of the logistics entity; 

Cu  unproductive expenses of the 
logistics entity.  

Specifically, the graphical method was used 
to create a node network of threats to the 
economic security of Fozzy Group LLC. Based 
on this, a level distribution of the security of the 
logistics entity was presented within the range 
of: “very high”, “high”, “medium”, “low” and 
“very low”. This approach allowed for the 
identification of network components in the 
AoN model’s network graph, which were 
categorised into five sectors, along with the 
corresponding vertex labeling scheme. It should 
be noted that the use of the Activities-on-Nodes 
methodology will make it possible to implement 
network planning using a graphical project chart 
and the planned implementation of strategic 
plans to consider threats to the economic 
security of a logistics entity. Through the 
method of generalisation, it has been revealed 
that network modelling of threats to the 
economic security of a logistics entity can 
provide a framework for addressing 
contemporary challenges. 

4. Results. 

Threats to the economic security of 
logistics entities include processes and factors 
that impede the economic advantages of 
business structures or threaten their 
uninterrupted operations (Diunova, 2020). 
Therefore, security is defined as a state of the 
economic system that protects objects from all 
threats to effectively implement measures and 
actions (Hevko et al., 2021). Threats to the 
economic security of logistics entities are often 
categorised. While supporting the distinction 
between external and internal threats, it is 
important to acknowledge that many 
classification criteria are not quantitative, 
complicating the process of making informed 
management decisions. The concept of threat 
will be perceived as a constant that is intended 
to exist as an objective reality potentially aimed 
at violating the properties (or objects) of the 
system, and the level of danger associated with 
it does not depend on the security measures of 
the system (Zadorozhnyy et al., 2022).  

Based on the conducted research, it is 
proposed to rank the threats, which would allow 
responding to the most dangerous of them with 
a limited number of resources of logistics 
entities.  
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A matrix was presented using expert 
assessments for the company under study. The 
maximum potential damage associated with the 
occurrence of a threat is evaluated based on the 
probable timing of the threat: 1 point for short-
term occurrence, 2 points for medium-term, and 
3 points for long-term occurrence. The 
methodology determines the degree of priority 
of the threat to the countermeasures. Assessing 
the potential damage to the economic security of 
a logistics entity primarily focuses on the total 
possible damage (P) and the period of the threat 
(T). The ratio of these two numbers is used to 
determine the degree of threat according to the 
indicators: “very high”, “high”, “medium”, 
“low”, and “very low”. We present the results 
and identify the primary causes of threats to the 
economic security of Fozzy Group LLC.  

Therefore, the damage incurred by a 
company may be substantial. Possible reasons 
include disclosing information related to 
innovative technologies, multi-vector projects 
and contracts, service reorganisation, internal 
staffing challenges, lack of funds, and external 
factors such as a negative reputation. The 
disclosure of this information could alter the 
strategies of competitors, partners, and 
customers, negatively affecting a company’s 
viability and profitability. 

Furthermore, the stock of the Fozzy Group 
LLC may reflect information about the 
company’s internal situation. A comprehensive 
approach for assessing threats to the economic 
security of a logistics entity is proposed, focusing 
on resource allocation in key areas of activity. 
This approach prioritises economic security 
measures based on a quantitative (scoring) 
evaluation of the threat levels and the probability 
of their occurrence. The study methodology 
identifies threats to the economic security of a 
logistics entity, along with an assessment of 
potential losses, the timeline for these threats to 
materialise, and their likelihood of occurrence. 

This methodology explores the principle 
of making security-related design decisions. 
This approach enables the establishment of 
appropriate threat ratings for planning activities 
and the implementation of measures to address 
the identified threats. The next step involves the 
optimisation and analysis of the economic 
security of a logistics entity using network 
planning methods.  

Graphical models were employed to 
identify the relationships between the measures 
and estimate the time needed for 
implementation. A network model is created 
based on the two main principles of the project 
approach: minimising the time required to 
implement measures within the established cost 
of project proposals and reducing costs within 
the planned timeline for implementing project 
solutions (Dluhopolskyi et al., 2023).    

Monitoring the economic security of a 
logistics entity within the framework of planning 
production systems through a network involves 
the following key stages:  

1) the overall action plan is divided into 
individual tasks, with specific network schedule 
details described in terms of time characteristics 
and justification for implementation;  

2) identification of the individuals or 
teams responsible for executing the activities;  

3) organisation of the process for 
managing the limited timeframes for 
implementing the measures;  

4) creating network diagrams;  
5) time analysis: the duration required for 

implementing the event is calculated;  
6) resource analysis: evaluation of the 

availability of physical resources, considering 
both current limitations and potential resources 
for each event concerning the entire project;  

7) financial support: assessment of the 
positive financial balance of resources;  

8) optimisation of the overall action plan 
based on the network model (Teremetskyi et al., 
2024).  

Network planning is founded on the core 
principles of the economic and organisational 
mechanism for ensuring the security of a 
logistics entity. These principles include 
managing risk factors within the network model, 
specifically focusing on the time required to 
implement logistics decisions (Franco, 2024). 
The project approach is employed to achieve a 
defined goal within a specified timeframe and 
budget. Effective planning facilitates the 
creation of a list of projects needed to 
accomplish the objectives, estimation of required 
materials and staffing, and scheduling of the 
time necessary to complete project tasks. 
Consequently, three key components of any 
project plan can be identified: tasks, resources, 
and intended use. 
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The objective is to execute a sequence of 
activities within the project’s framework to 
achieve the desired outcome-enhancing the 
financial security of the logistics entity. To 
ensure the plan is straightforward to implement, 
the planned tasks are divided into distinct 
phases (Zadorozhnyi et al., 2022). The range of 
project phases represents the lifecycle during 
which results are evaluated, errors are 
addressed, and the project plan is adjusted 
accordingly. 

It has been demonstrated that the critical 
path method is widely used in management 
practice. The investment potential is determined 
by addressing issues related to planning, 
organisation, monitoring, and implementation of 
projects, as well as their financial and personnel 
challenges (Vale & Barbosa, (2024).  

To characterise the implementation of the 
economic security project of a logistics entity, it 
is worth using a network model based on the 
methodology of the corresponding graphs 
(Fig. 3). 

The threat network to the economic 
stability of Fozzy Group LLC (Fig. 4) is 
represented as a node network. The model used 
is Activities-on-Nodes (AoN), where the graph 
nodes represent activities, and brackets indicate 
the transition from the end of one activity to the 
start of another. 

The network model identification is 
shown in the diagram and also corresponds to 
the distribution of measures (t, M) within the 
coordinate system. The network graph visually 
represents the structure of the network model 
within the system. 

 

 
    

 THREATS Threat-
consequence 

 

Threat 
Level 

 

Probability 
 
 
 

U1 Receiving losses due to damage  ДВ 1 

U2 Decreased competitiveness U1 ДВ 1 

U3 Decrease in revenue from sales realization U1 ДВ 2 

U4 Decrease in sales profitability  В 2 
U5 Decrease in the rate of production U3 В 2 
U6 Failure to fulfill certain tasks promptly U5 С 2 

U7 Decrease in efficiency U5 С 2 
U8 Reduced human resources for the network 

system 
U5 С 2 

U9 Loss of sales markets U3 С 3 

U10 Reduced availability of credit resources  Н 3 
U11 Penalties for violations of the law and costs 

of eliminating losses 
U1, U10 ДН 2 

U12 Decrease in product quality U2, U4, U3 ДН 3 
 
  

Fig. 3. Draft a scheme for threats to the economic security of Fozzy Group LLC. 
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It is crucial to acknowledge that as the 
scale of the model grows, the risk of error 
increases. Project planning aimed at ensuring the 
financial sustainability of a logistics entity 
depends on accurately determining the duration 
of planned activities (Parhi et al., 2022; Penev et 
al., 2024). The benefit of this network modelling 
method is its ability to establish a set of measures 
with structural and logical connections, including 
the critical path. Furthermore, it can estimate the 
time needed for individual projects that do not 
fall within the critical path (Nguyen et al., 2024). 

However, several aspects can be improved 
using this method. Because most problems are 
currently sets of a large number of tasks, the 
model becomes very cumbersome and difficult 
to use directly, which complicates the analysis 
and management of the project, especially when 
it is necessary to consider many dependencies 
(Kalender & Žilka, 2023).  

Another issue is the lack of visualisation 
of the duration on the arrows, which 
complicates the analysis of the time 
characteristics of project execution. Since the 
project is not a rigid system, flexible systems 
are needed for analysis, which the AoN model 
does not. Additional training of the team 
members performing the analysis may be 
necessary to eliminate this drawback. In 
addition, for inexperienced users, the model 
appears incomprehensible and impossible to 
understand intuitively (Coppola et al., 2021).  

This model needs to consider the limited 
resources. The model needs to consider 
situations in which it is necessary to make 
decisions on optimising available resources. 
There are also risks of losing important data 
when analysing many connections. The 
complexity of the graph increases the likelihood 
of losing important data or errors in 
interpretation (Hoque et al., 2024). 

 
 

5. Conclusions. 

Consequently, network planning 
methodologies facilitate the practical 
implementation of economic security for a 
logistics entity and help establish primary 
vectors for executing the PRT matrix. The 
methodology developed for assessing threats to 
the economic security of a logistics entity is 
grounded in the PRT matrix for threat ranking. 
Based on the principles of security 
management in terms of “purpose-resources-
time”, it is proposed the use of these three 
components to assess the risk of threats: the 
probability of threats, the potential damage 
associated with the threats, and the period of 
threats.  

The proposed methodology of a logistics 
entity in the context of limited resources 
significantly affects the most dangerous 
threats. It makes it possible to test an approach 
to assessing threats to economic security in 
managing a network system and implement 
project-based.  

The proposed approach enables the 
implementation of a mechanism to enhance the 
economic security of a logistics entity within the 
network modelling framework. The use of AoN 
network modelling and the implementation of 
project activities allows calculating the “critical 
path” of the network activity schedule and 
creating probabilistic estimates of the successful 
completion of the project based on the presented 
time frames for the implementation of measures 
aimed at strengthening the economic security of 
the logistics entity.  

It should be noted that in the current state 
of the country, the topic of economic security 
and the impact of threats on the activities of a 
logistics entity, and accordingly, the search for 
methods and approaches to counteract them, 
requires further research. 
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